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ABSTRACT 

 Service oriented architecture (SOA) is a newly emerged method which 

provides the concept of reuse, where new services can be created from an 

existing IT infrastructure of systems. SOA integrates different applications came 

out of multiple platforms for a web-based environment. It defines an interface in 

terms of protocols and functionality, instead of an API definition. In this we 

would like to present the current technical status of developing and employing 

SOA-based networked services on mobile devices and to provides various 

security services to various mobile applications such as Registration, 

Certification, Authentication, and Authorization of users, secure messaging at an 

application–level, protection of data in databases, and security services for 

protection of its own components. We proposed a new method that establishes 

the money transfer between banks at any place from mobile, with the help 

message (i.e.) SMS. 
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INTRODUCTION 

 Service-oriented architecture (SOA) is essentially a collection of services. 

These services communicate with each other. This communication can involve 

either simple data passing or it could involve two or more services coordinating 

some activity. SOA, or Service-Oriented Architecture, is an architecture 

comprising 

• Loosely coupled services, 

• Described by platform-agnostic interfaces 

• That can be discovered and invoked dynamically. 

 Loosely coupled refers to defining interfaces such that they are independent 

of each other’s implementation. In a loosely coupled system, you should be able 

to swap-out one of the components and replace it with another and cause no 

effect to the system. The platform-agnostic interface means that a client on any 

platform (OS, language, hardware) can consume the service. Dynamic discovery 

implies some kind of registry where these services are listed, and which allows 

lookup.  

 Mobile technologies are considered an innovative approach to complement 

current, mainly web-based applications and transactions and to transform 

existing, still usually paper–based financial systems into cashless systems.  

 Financial institutions and telecom companies are investing a lot of efforts to 

convert their payment transactions, such as air–time top up, money transfers or 

bill payments, into mobile electronic form. Due to significant decrease of the 

cost of mobile phones and mobile services, currently there are many initiatives 

to perform those transactions using mobile technology. 

 Most of the current solutions and implementations of mobile financial 

systems comprise only two components: a simple mobile phone application and 

a corresponding mobile transactions server. The server understands (limited) set 
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of messages coming from phones, uses background financial data to perform 

transactions, and returns the result.  Such concept and systems cannot be easily 

extended with new functions, since in that case both client application and server 

must be modified. 

 Those systems do not scale, meaning that phone application, designed to 

access and use one server, cannot access and use any other mobile financial 

server. Finally, these systems cannot be interconnected, so that users registered 

in one system cannot transfer funds to and use functions of other systems. 

 The concept is 

 1. Many security services are provided by the architecture 

 2. It provides the possibility for interlinking of mutually independent 

Deployments, if based on the described Architecture  

 3. New services, functions and components can be easily added to the 

architecture 

 4. Mobile applications can easily be linked to the architecture and can 

utilize its services 

 5. Open, meaning that integration of new components is based on 

utilization of standard based Web services and interfaces. 

 Communication subsystem comprises multiple service providers at the 

network level, called Communication Modules, and one provider at an 

application level. They support communication protocols, such as SMS and 

provide connection interfaces for mobile phones. Each Communication Module 

supports two services: establishment of secure session and secure exchange of 

messages. 
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 Communication Modules receive service requests through various 

communication channels, create uniform SAFE request messages, whose formats 

are pre-defined and agreed between Communication Modules. 

REQUIREMENTS FOR A SERVICE-ORIENTED 

ARCHITECTURE 

 It should be clear that architecture should be developed that meets all 

requirements, and that those requirements include:  

1. First and foremost, leverage existing assets. Existing systems can rarely be 

thrown away, and often contain within them great value to the enterprise. 

Strategically, the objective is to build a new architecture that will yield all 

the value hoped for, but tactically, the existing systems must be integrated 

such that, over time, they can be componentized or replaced in manageable, 

incremental projects. 

2.  Support all required types or "styles" of integration. This includes: 

• User Interaction -- being able to provide a single, interactive user 

experience 

• Application Connectivity -- communications layer that underlies all of 

the architecture 

• Process Integration -- choreographs applications and services 

• Information Integration -- federates and moves the enterprise data 

• Build to Integrate -- builds and deploys new applications and services. 

3. Allow for incremental implementations and migration of assets - this will 

enable one of the most critical aspects of developing the architecture: the 

ability to produce incremental ROI. Countless integration projects have 

failed due to their complexity, cost, and unworkable implementation 

schedules. 
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4.  Include a development environment that will be built around a standard 

component framework, promote better reuse of modules and systems, allow 

legacy assets to be migrated to the framework, and allow for the timely 

implementation of new technologies. 

5. Allow implementation of new computing models; specifically, new portal-

based client models, Grid computing, and on-demand computing. 

 SAFE SERVICES 

 Security components and services 

 SAFE System is complemented with three security servers that provide the 

full scope of security services to users, transactions, applications and data stored 

in the database. These security servers are: IDMS Server, Certificate Server, 

card Management System (CMS) Server, and Authorization Server (AS). They 

provide security services to mobile transactions. There are three groups of those 

security services: registration and identity management services, certification 

and certificates management services and authorization services. 

Mobile certification 

a. Mobile user can use mobile phone to generate RSA key pair. 

b. Mobile phone is capable to digitally sign messages by using user’s private 

key. 

c. PIN is generated by SAFE system during user registration phase and 

securely stored on mobile user’s device. 

Authorization Service 

 Various entities, such as customer, agent, merchant, system administrator, 

service providers, etc. communicate with each other to perform mobile 

transactions. However, each entity must be able to authenticate and access 

authorized resources. 
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IV. RELATED WORKS 

 In Existing system there are several systems in some countries supporting 

mobile financial transactions. But, all current systems are just “point-solutions”. 

They are based on proprietary products and therefore not compliant to any 

standard. As such, current mobile transaction systems are not mutually 

compatible, they cannot scale, and they are not easily extendable with additional 

functions or services. All current implementations provide very limited scope of 

functions and generally have no security features. Security of these systems 

relies on features provided by the GSM network, which are not adequate, 

especially for financial environments or on use of simple PIN schemes. 

 There are also many security issues related to SMS services, such as SMS 

spam, flooding, SMS fraud, and impersonation of users. 

 The mobile financial systems cannot be interconnected, so that users 

registered in one system cannot transfer funds use functions of other systems. 

The main challenges facing telecom operators are a lack of infrastructure, the 

need for cooperation between operators, retailers and banks, and the need to 

create clearly defined revenue models for all investing parties. 

 If there are no international standards for message syntax and service 

providers do not have their specifications. 

 SAFE system will provide both communication service and message syntax. 

PROPOSED FRAMEWORK 

 The architecture comprises components, protocols, applications and 

interfaces and it provides various security services to various mobile 

applications: registration, certification, authentication, and authorization of 

users, secure messaging at an application–level (end–to–end security), protection 

of data in databases, and security. 
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 Services for protection of its own components. The architecture is modular, 

integrated, extendible and scalable. Here the mobile is acting as like that of atm 

where we can be able to make transfer of money from any place without the help 

of the internet, the proposed framework is that we can make transaction between 

two banks by just sending SMS. 

 

Figure 1 : Working Mechanism 

 The improvement of proposed system from the existing is 

• For members of specific unions, banking through mobile can offer 

numerous advantages in terms of convenience and banking options. 

The most important benefit of such banking is the ability to establish 

connectivity from virtually any area of the country. Compared to 

traditional online banking that requires an internet connection, the 

versatility of banking through mobile is unparalleled. 

• The banking through mobile is done by using message and this can be 

carried out even if there is no internet connection transaction. 
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Figure 2 : Architecture for SMS based money 

• The banking transaction can be carried out quicker rate when compared 

with online banking even if there low network coverage. If there is low 

network coverage e-banking cannot be made as fast as making a 

transaction through SMS. 

• Members who engage in such banking appreciate the time-critical 

response of the format. While receiving SMS text messages relating to 

transactions and upcoming financial obligations, account holders can 

avoid late payments and service charges and can make time-critical 

transfers virtually anywhere at any time. 

Communication components and services 

 This module communicates with users at the frontend and with Message 

Dispatcher at the back-end. They support various communication protocols, such 
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as SMS, GPRS, Bluetooth, Internet, NFC, etc, and provide connection interfaces 

for mobile phones.  

 Each Communication Module supports two services: 

 � establishment of secure session 

 � Secure exchange of messages. 

Security components and services 

 In this module provide the full scope of security services to users, 

transactions, applications and data stored in the database. These security servers 

are: Strong Authentication (SA) Server, and Authorization Server. They provide 

security services to mobile transactions. There are four groups of those security 

services: registration and identity management services, certification and 

certificates management Services and authorization services. 

Registration and identity management services 

 Two types of Registration Service provided in this module. 

 � Quick registration and 

 � Comprehensive registration. 

 Quick registration service is based on use of SMS messages and it is 

especially useful for the areas without any other communication networks except 

GSM network is available. It works as follows: client Sends egistration_Request 

SMS message containing client’s first name and last name to the SAFE SMS 

Communication. 

 Module. SMS Communication Module creates SAFE_Registration message 

in an XML format based on the Registration_Request data received from a client 

and sends it to the Message Dispatcher through a stable and secure 

channel.Message Dispatcher checks message type, which is in this case 

Customer_Quick_Registration and forwards the message to IDMS Server. This 
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server stores client’s data, generates a SAFE ID and a SAFE PIN and returns 

them to Message Dispatcher, which delivers Registration_Response to the SMS 

Communication Module as an XML file containing data received from the 

IDMS Server. SMS Communication Module sends SMS message including the 

SAFE ID and SAFE PIN to client’s mobile phone. At that time, client’s 

registration status is “Pending” and the client is not able to perform any mobile 

transaction until his/her registration data is verified, when registration status 

becomes “Completed”. Client completes registration with additional 

SAFE_Registration_Confirm message. 

 Comprehensive registration service is more complex, but provides higher 

level of security than quick registration. The complete process consists of two 

phases: the first phase is submitting registration form and the second phase is a 

faceto-face verification process preformed by authorizes Registration Agent 

(referred as RA). This role has been certified by the Certification Authority, such 

as banks, post offices, etc. The first phase is almost the same as for quick 

registration. The only difference is that instead of just sending first name and last 

name, a client accesses SAFE Web Server either through computer or mobile 

phone and fills in complete registration form. After submitting the form to the 

SAFE Web Server, the sequence of steps is the same as with quick registration. 

In the second phase, client needs to go to a RA and tell his/her SAFE ID to RA, 

who fetches registration information from the registration database in the IDMS 

Server based on client’s SAFE ID and verifies client’s information by checking 

valid proofs of client’s identity. If client is successfully verified, RA can update 

client’s data and send complete client’s registration data to the IDMS Server. 

Certificates Management 

 In this module Certification is very important services since trust must be 

built among entities involved in financial transactions The certification process 
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is more complex such as limited ability to process, store and display data.  There 

are some prerequisites for mobile certification: 

a. Mobile user can use mobile phone to generate RSA key pair 

b. Mobile phone is capable to digitally sign messages by using user’s private key 

c. PIN is generated by SAFE system during user registration phase and securely 

stored on mobile user’s device. 

Authorization Service 

 In this module service communicate with each other to perform mobile 

transactions. However, each person must be able to authenticate and access 

authorized resources. To achieve authentication between communicating 

entitles, a Strong authentication is performed. 

CONCLUSIONS 

 The objective of the SAFE system is to provide secure, reliable, scalable and 

comprehensive mobile transactions, so that customers can perform mobile 

transactions anytime, anywhere if GSM network is available. In this paper, we 

have presented a new approach for SMS based money transfer between the 

banks. And this is carried out with many different levels of security for 

protecting the transaction and the future work is to implement this SOA for 

mobile based transaction of each and every field like telecommunication ticket 

reservation recharging digital TV and mobile phones. 
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