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ABSTRACT 

 A vision of the future where no one needs pockets to holding cards and 

tension in the mind for loosing the cards or theft is the main objective for writing 

this paper. There are already stores in Germany, the UK, and the U.S. that have 

implemented fingerprint technology for biometric payment [1]. The aim is to 

extend the client base to those customers who have no valid passport, drivers' 

license or even do not know their date of birth. Biometric authentication has 

become more and more popular in the banking and finance sector. The use of 

biometric technologies at ATMs POS terminals and online-banking is currently 

only used in very small projects with few users. The optimal application of 

biometric authentification in the financial industry   still requires at least one 

more authentification method that e.g. combines with   knowledge and/or 

possession features or   that demands two biometric features. Thus creating a 

central database with   biometric data would be quite critical    under privacy 

laws in relation to payment systems and ATMs. Therefore, biometric 

authentification should be combined with password security systems in order to 

fulfill the high expectations in biometric technologies in banking sector for 

security in payment system at ATM”S. 
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INTRODUCTION 

 According to Steve (2002), ATMs are placed not only near or inside the 

premises of banks, but also in locations such as shopping centers/malls, 

airports, grocery stores, petrol/gas stations, restaurants, or any place large 

numbers of people may gather. These represent two types of ATM 

installations: on and off premise. On premise ATMs are typically more 

advanced, multi-function machines that complement an actual bank 

branch's capabilities and thus more expensive. Off premise machines are 

deployed by financial institutions and also Independent Sales Organizations 

(ISOs) where there is usually just a straight need for cash. 

 Although ATMs were originally developed as just cash dispensers, they 

have evolved to include many other bank-related functions. In some 

countries, especially those which benefit from a fully integrated cross-bank 

ATM network, ATMs include many functions which are not directly related 

to the management of one's own bank account, such as: Paying routine 

bills, fees, and taxes (utilities, phone bills, social security, legal fees, taxes, 

etc.), Printing bank statements, Updating passbooks, Loading monetary 

value into stored value cards, Purchasing and so on. (fig.1). The topics of 

this paper include related works in this fields, methods of frauds at ATM’s 

and minimum strategies to avoid it and some solutions with a methodology 

to secure the payment in ATM networks. 

METHODS OF FRAUDS IN ATM’S 

 ATMs that are off bank premises are usually more profitable for banks 

because they attract a higher volume of non-bank customers, who must pay 

service fees. Unfortunately, customers using off- premise ATMs are more 

vulnerable to robbery. ATM robberies estimates are derived from periodic 

surveys of banks conducted by banking associations. According to 

Automated teller machine fraud Emeka (2007) in an article state that as the 
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numbers of ATM card holders continue to grow daily as result of  

e-payment awareness and deployment of more than 3,000 ATM cash points 

by Indian banks across the country, activities of card fraudsters appear to 

be on the increase. [8] Majority of Indian banks warned ATM card users 

nationwide against disclosing their ATM card details to a second party as a 

result of fraudsters who are said to be on the prowl [13].  

 The following are the main methods used for the unauthorized drawing of 

funds from ATMs that have so far been detected: 

•  The perpetrator glances at the depositor as he or she operates the ATM 

before stealing the cards from the bag or wallet of the depositor by purse 

snatching or other means and the funds are drawn out during the time it 

takes the depositor to notify the police. 

•  Cash cards, along with items that reveal the personal information of the 

victims, such as a driver's license, are stolen through break-ins and the funds 

are drawn out by determining the personal identification numbers using an 

analogy from the date of birth or the telephone numbers described on the 

stolen items. 

•  Cards are prepared with the data obtained by scanning the cards of other 

people, which are then used to draw funds from ATMs. 

Card Theft 

 In an effort to obtain actual cards, criminals have used a variety of card 

trapping devices comprised of slim mechanical devices, often encased in a 

plastic transparent film, inserted into the card reader throat. Hooks are 

attached to the probes preventing the card from being returned to the 

consumer at the end of the transaction. When the ATM terminal user shows 

concern due to the captured card, the criminal, usually in close proximity of 

the ATM, will offer support, suggesting the user enter the PIN again, so 
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that he or she is able to view the entry and remember the PIN. After the 

consumer leaves the area, believing their card to have been captured by the 

ATM, the criminal will then use a probe (fishing device) to extract the 

card. Having viewed the customers PIN and now having the card in hand, 

the criminal can easily withdraw money from the unsuspecting user's 

account. 

Skimming Devices 

 Another method of accessing a consumer's account information is to 

skim the information off of the card. Skimming is the most frequently used 

method of illegally obtaining card track data. "Skimmers" are devices used 

by criminals to capture the data stored in the magnetic strip of the card. 

Reading and deciphering the information on the magnetic stripes of the 

card can be accomplished through the application of small card readers in 

close proximity to, or on top of, the actual card reader input slot, so it is 

able to read and record the information stored on the magnetic track of the 

card. The device is then removed, allowing the downloading of the 

recorded data. 

PIN Fraud 

 Shoulder Surfing is the act of direct observation, watching what number 

that person taps onto the keypad. The criminal usually positions himself in 

close but not direct proximity to the ATM to covertly watch as the ATM 

user enters their PIN. Sometimes miniature video cameras that are easily 

obtained might be installed discretely on the fascia or somewhere close to 

the PIN Pad, to record the PIN entry information. 

Utilizing a Fake PIN Pad Overlay 

 A fake PIN pad is placed over the original keypad. This overlay 

captures the PIN data and stores the information into its memory. The fake 
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PIN pad is then removed, and recorded PINs are downloaded. Fake PIN 

pads can be almost identical in appearance and size as the original. An 

additional type of overlay that is more difficult to detect is a 'thin' overlay 

that is transparent to the consumer. This method used in conjunction with 

card data theft provides the criminal with the information needed to access 

an unsuspecting consumer's account. 

 PIN Interception: After the PIN is entered; the information is captured 

in electronic format through an electronic data recorder. Capturing the PIN 

can be done either inside the terminal, or as the PIN is transmitted to the 

host computer for the online PIN check. In order to capture the PIN 

internally, the criminal would require access to the communication cable of 

the PIN pad inside the terminal, which can more easily be done, at off-

premise locations [17]. 

PATTERNS OF ROBBERY AT ATM’s 

 Michael (2003) identifies some factors which influences fraudsters to 

rob at ATM points. Understanding the factors that contribute to the 

problem will help in framing local analysis questions, determine good 

effectiveness measures, recognize key intervention points, and select 

appropriate responses. A few studies have provided some data on common 

ATM robbery patterns. The general conclusions are as follows: 

• Most robberies are committed by a lone offender-using some type 

of weapon-against a lone victim. 

• Most occur at night, with the highest risk between midnight and 4 

a.m. 

• Most involve robbing people of cash after they have made a 

withdrawal. 
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• Robberies are somewhat more likely to occur at walk-up ATMs 

than at drive- through ATMs. 

 The most common pattern is for the offender to rob the ATM user 

immediately after the victim makes a withdrawal. Other patterns include the 

following: 

• The offender forces the victim to go to an ATM to withdraw cash 

• The offender robs the victim of his or her ATM card, forces the 

victim to reveal the PIN, and then uses the card 

• The offender robs a victim standing at an ATM of other valuables 

(wallet, watch, jewelry) 

• The offender follows someone who has just withdrawn cash from 

an ATM and robs him or her away from the ATM 

STRATEGIES FOR PREVENTING CRIME AT ATM’s 

Prevention of card counterfeiting 

 Standard functions of ATM-Bank IT hardware support IC cash cards. It is 

possible to prevent the counterfeiting of cards with IC cash cards, because they 

offer a higher tamper resistance in comparison with conventional magnetic 

cards, which makes it difficult for counterfeiters to skim data from the card or to 

write unauthorized data on the card. 

Biometric authentication 

 It is possible to use biometric authentication technology in place of 

conventional personal identification numbers, as a means of user authentication 

with ATM-Bank IT. Three methods of biometric authentication are available, 

including the palm vein authentication, finger vein authentication and fingerprint 

authentication. Selections can be made with these methods according to the 

needs of the bank [9]. 
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 Authentication is conducted using the biometric data of the depositor that is 

pre-registered on the IC cash card and  verified against data obtained from the 

scanning of a hand, finger or palm held to the sensor when ATMs are used. In 

general, the false detection rate of biometric authentication technology is 

extremely low at 0.01% or less, making the unauthorized drawing of funds with 

stolen cards extremely difficult in comparison with using a personal 

identification number that can be guessed as shown in Fig.2. 

Strategy for preventing theft of PIN’s 

• Field of light control film 

 A special light control film is installed on the display screen of ATMs to 

restrict the field of view of the screen to prevent unauthorized persons from 

glancing at the entry contents (particularly the personal identification number) 

from the rear or sides. 

• Rear verification mirror 

 Mirrors with a wide 90-degree field of view are installed at the front of 

ATMs, making it possible for users operating the ATMs to verify whether 

suspicious persons are behind them. Deterrent effects against criminals are also 

expected. 

•  Scrambled display of PIN entry keys 

 The ten key arrangements used for entering personal identification numbers 

on ATM screens are randomly rearranged and displayed for each transaction. 

Even with the implementation of a field of view limiting filter, there is a 

potential danger of having personal identification numbers deciphered through 

the observation of finger movements alone. The application to display entry a 

key in a scrambled arrangement was prepared for that reason [6]. 
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•  PIN modification function on ATMs 

 Since personal identification numbers can be guessed or obtained by 

glancing at displays, it is desirable to set numbers that are unlikely to be guessed 

as well as by periodically changing the number. For this reason personal 

identification numbers can now be changed on the screen of ATMs. 

•  Encrypting pin pads 

 It is also possible to install encrypting pin pads as dedicated keys for 

entering personal identification numbers. Analysis of personal identification 

numbers from the details of communications with host computers is prevented, 

since encryption is performed inside the unit of the pin pad [11]. 

4.4 Monitoring functions of ATMs 

•  Customer cameras 

 It is possible to obtain an image of a person operating an ATM each time a 

transaction is performed by using the customer camera installed at the front of an 

ATM. This is combined with a search function that handles multiple conditions, 

making it possible to acquire evidence material that could be used after an 

incident, particularly when a transaction is made using a stolen or counterfeit 

card. 

• Image monitoring system 

 The images taken by monitoring cameras installed in side branches are 

recorded on large capacity hard disk drives in image-monitoring servers at the 

center via DVR [2]. 

 The system offers superior search characteristics since it is possible the data 

can be centrally managed on the single media of a hard disk drive. It is, 

therefore, possible to provide a rapid response when transaction problems or 

crimes occur. Furthermore, by linking up with ATMs, it is possible to equip the 
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system with a function to obtain images at the same time a transaction takes 

place. In addition, it is possible to detect and automatically monitor suspicious 

persons and suspicious objects through the dynamic object analysis of images 

taken by monitoring cameras [7]. 

OTP’s IN SOLUTION 

 A way to increase security of UID password based authentication 

mechanisms is to use passwords only once. This introduces the difficulty for 

both parties to agree on the next to be used password. Predefined lists of 

passwords can be provided to a User on paper or plastic card media for example. 

 If the user possesses a device that can perform simple computations, the 

security can be increased significantly by producing a new password for each 

transaction (dynamic password). 

 In this case, the authenticated party has a device that generates a new 

password for each transaction (this avoids the replay of the static password) and 

the verifier, at the other side of the transaction, has the equivalent device to 

compare local password generation with the received password. There are 

sometimes referred to as One-Time-Passwords (OTPs) 

 Passwords mainly support user authentication and by extension, can be used 

to confirm a transaction. 

 Typical solutions on the market make use of a (static) “password” in 

combination with additional security feature (e.g., the password authorized 

session is generally SSL encrypted). 

 Static passwords are generally combined with (or replaced by) one-time 

passwords (OTP), also called dynamic passwords or short time passwords, used 

once and for a particular transaction, hereby preventing replay of the 

transactions. 
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 The OTPs are used in one-way processes or in so-called “challenge-

response” processes. 

 Typically, a challenge or instruction is provided by the bank web site and 

the customer needs to perform an action on this request (e.g., sign a random with 

his/her card, select a number on the TAN cards, etc …). 

 In all cases, in order to use his/her web banking account, the user has to 

prove that he/she knows something (e.g., his/her password) and that (s)he is in 

possession of something (e.g., his/her card, phone or token). This process fits 

thus well in two-factor authentication methods. 

 The process can be achieved in one or two steps: 

  (i) The user logs on with a user ID / password proving he/she knows the 

password 

 (ii) The user provides the OTP 

  - 1 step process: the user provides the OTP itself after the user has 

unlocked the OTP using a PIN code (user authentication toward 

OTP token required). 

 The OTPs for ATM’s are provided by means of something the user has (as 

opposed to something the users knows such as the static password). 

 The dynamic password can be provided by diverse means basically falling 

into one of the following categories: 

 - OTP list or token received in advance by the user (e.g., printed on a 

card), 

 - OTP generated on a need-to-know basis and communicated at the 

moment of the transaction (e.g., via the use of a mobile phone; 

communication of the OTP from the bank authentication server towards 

the user via SMS). 
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 -  OTP generated on a need-to-know basis at the moment of the 

transaction (e.g., generated by a token). Using that kind of OTP 

(sometimes also called short-time password) from an offline hardware 

tokens (e.g., a card-reader) combined with a (EMV) card can be 

considered as a subcase of the one mentioned above. However, this 

case is sufficiently important in e-banking that it deserves dedicated 

focus. The last category of OTP can even be split into two ways of 

working;[16]  

• Card-reader not connected to the PC (in this case, symmetric 

cryptography is often used to generate the OTP  which is actually the 

“signature” of a random number proposed by the bank via the logon 

page); 

• Card-reader connected to the PC (in this case, asymmetric cryptography 

(PKI) is often used to generate the OTP, which is actually the signature 

of a random number proposed by the bank via the logon page). When 

PKI is used, beyond end-user authentication towards the bank, the card 

can also be used to sign transactions (in the sense that the signature is 

linked to the data and can be archived as such). One can imagine 

systems where the signature is performed by a non-connected reader, 

but this would impose the user to enter manually long data string 

without errors and this is not feasible from user friendliness perceptive.  

 The following factors must be taken into consideration when studying an 

OTP based solution: 

 - Mobility: OTP tokens and plastic cards such as a smart-cards or bank-

cards are easy to be carried. This is significantly less true when they 

need to be employed in combination with a dedicated reader. A mobile 

phone is a particular case where the reader, the card (SIM) and the 

network are all together present. 
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 - Complex devices can break more easily or stop functioning. Battery-

life normally is sufficient for the expected life-time of these tokens (3-4 

years). 

 - Hardware protection: OTP-devices have tamper-detection and tamper-

prevention technology on-board to avoid compromise / copy of 

sensitive keys inside. This is not true for OTP-cards: when not under 

control of their users (in their wallet), they can be copied easily 

(manually or on a copier). 

 It is important to note that OTP can be generated in various ways, ranging 

from: 

 1. OTP based on printed card (TAN), 

 2.  OTP based on mobile phone connection, 

 3.  OTP generated by a token (e.g., VASCO), 

COMBINATION 0F BIOMETRICS WITH SMARTCARDS 

 Among all the biometric techniques, fingerprint-based identification is the 

oldest method, which has been successfully used in numerous applications. 

Everyone is known to have unique, immutable fingerprints. A fingerprint is 

made of a series of ridges and furrows on the surface of the finger[8]. The 

uniqueness of a fingerprint can be determined by the pattern of ridges and 

furrows as well as the minutiae points. Minutiae points are local ridge 

characteristics that occur at either a ridge bifurcation or a ridge ending [11]. 

 Fingerprint matching techniques can be placed into two categories: 

minutiae-based and correlation based. Minutiae-based techniques first find 

minutiae points and then map their relative placement on the finger. It is difficult 

to extract the minutiae points accurately when the fingerprint is of low quality.  
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 The difference between bio- metrics in the banking and finance sector and 

other applications is that the storage of identification information in a central 

data- base is in conflict with data privacy protection laws. The better solution 

would be a verification in which the biometric data can be stored encrypted on a 

DB. 

 Using smart cards with an integrated RFID-chip in passports, [20] for 

example, is seen as critical as persons can be tracked and biometric and personal 

data can be read out from a distance without the knowledge of the user. When 

implementing a biometric system in a huge system environment, the use of 

established components and solutions is recommended.  

 In authentification replacing the combination of possession (cards) and 

knowledge (pins) with only biometrics for more convenience does not 

automatically lead in a higher security level [12]. 

 MasterCard/VISA estimates that adding password systems-based biometric 

authentication to a POS credit card payment will decrease fraud by 80%. The 

Combination supports privacy protection and increases security and trust. The 

use of password in combination with biometric authentication makes the storage 

of biometric data in a central database obsolete. The use of a central database 

using identification methods results in higher error rates depending on the 

number N of biometric templates. Therefore the combination with password 

systems with verification decreases the probability of a false identification and 

gives the user more privacy having his biometric data in his hands, which also 

increases the trust in the technology.         
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Figure 1 

 Simple biometric systems usually consist of the following four components: 

1) Sensor modules: This module acquires biometric user data. Examples of 

sensor modules would be a retina scanner or a fingerprint sensor. 

2) Feature extraction modules: This module is responsible for extracting 

feature values of a biometric trait. If Hand geometry would be used as a 

biometric trait then feature values would include width of fingers at various 

locations, width of the palm, thickness of the palm, length of fingers etc. 

3) Matching modules: The matching modules compare the acquired biometric 

features against those stored in a Database. 

4) Decision-making modules: The user’s identity is either established or a 

claimed identity is accepted or rejected. 

 This is done based on the results of the matching modules. Since we are 

dealing with a binary decision scheme it is obvious that the decision-making 
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module can make two kinds of errors. The errors, which can be made in the 

process of verification, are called [12][13]: 

False Rejection (FR): when an actual client gets identified as an impostor. 

False Acceptance (FA): when an actual impostor gets identified as a client 

Conclusion As shown in Fig.3. 

 If the password does not matches with any of the passwords stored in the 

array then an unmatched messages is displayed and access is not granted to the 

user. When the user enters the password and presses OK on the dialogue box 

another dialogue box appears showing whether the password is matched or not. 

The optimal application of biometric authentification in the financial industry 

still requires at least one more authentification method that e.g. combines with   

knowledge and/or possession features or that demands two biometric features. 

There are early signs that there will be a huge market growth for biometrics with 

respect to payment systems and the banking sector overall. More than half of the 

customers across Europe would be willing to switch their accounts to financial 

institutions that offer biometric authentification services.  

RESEARCH METHODOLOGY 

Our research proposes an automatic teller machine security model that 

would combine a physical access card, a PIN, and electronic fingerprint 

recognition. By forcing the ATM to match a live image of a customer's 

finger with an image stored in a bank database that is associated with the 

account number, the damage to be caused by stolen cards and PINs is 

effectively neutralized. Only when the PIN matches the account and the 

live image and stored image match would a user be considered fully 

verified. 

The main issues in developing such a model are keeping the time 

elapsed in the verification process to a negligible amount, allowing for an 
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appropriate level of variation in a customer's finger when compared to the 

database image, and that which can be used at ATMs to withdraw funds are 

generally Biometric algorithm issued by institutions that do not have in-

person contact with the customer, and hence no opportunity to acquire a 

photo. [18]. 

 

 

Figure 2 

Because the system would only attempt to match two (and later, a few) 

discrete images, searching through a large database of possible matching 

candidates would be unnecessary. The process would effectively become an 

exercise in pattern matching, which would not require a great deal of time. 

With appropriate lighting and robust learning software, slight variations 

could be accounted for in most cases. Further, a positive visual match 

would cause the live image to be stored in the database so that future 

transactions would have a broader base from which to compare if the 
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original account image fails to provide a match - thereby decreasing false 

negatives. 

When a match is made with the PIN but not the images, the bank could 

limit transactions in a manner agreed upon by the customer when the 

account was opened, and could store the image of the user for later 

examination by bank officials. In regards to bank employees gaining access 

to customer PINs for use in fraudulent transactions, this system would 

likewise reduce that threat to exposure to the low limit imposed by the bank 

and agreed to by the customer on visually unverifiable transactions. 

 1. First of all the two fingerprints which are to be matched are load into 

the matching function. 

 2. Minutiae points’ i.e ridge ending and ridge bifurcation extracted from 

both fingerprint images are loaded into the function. 

 3. A built in function ‘isequal’ is used to compare the two minutiae 

points’ i.e ridge ending and ridge bifurcation of both the images with 

each other. 

 4. If both the ridge endings and ridge bifurcations of the two fingerprint 

images matches with each other, only then the fingerprint images are 

matched otherwise they are unmatched. 

 5. THEN all an array of passwords is saved in a file. 

 6. When a user wants to enter the system he must enter the password to 

get access. 

 7. When the password is entered it is matched with the already stored 

passwords in the file. 

 8. If the entered password matches with any of the passwords in the array 

stored in the m file then the password matches dialogue box appears. 
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 9. If the password does not matches with any of the passwords stored in 

the array then an unmatched messages is displayed and access is not 

granted to the user. 

 10. User enters the password when he is asked to enter password in the 

command window. If the password is matched a message box appears 

showing that the password is matched otherwise the message box 

shows that the password did not match. (fig.4) 

 

Figure 3 

 

Figure 4 
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CONCLUSIONS 

 In this paper we have combined biometric i.e. fingerprint and conventional 

security i.e. password security system. The conventional password security has 

several advantages as well as disadvantages. Those disadvantages have been 

overcome by using it with fingerprint security system. So overall system has 

both the advantages of the state of art biometric and conventional security 

system which makes it more powerful than either of the two security measures. 

The efficiency of the fingerprint security system mainly depends upon the 

accuracy and the response time. Keeping these two things in mind we have used 

robust algorithms giving us fast response time and accuracy. 
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