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ABSTRACT 

The following article makes a characterization of the Data Protection Policy and how it can be applied in different 

organizations of the public sector, independent of its organizational structure, focusing on compliance with current 

regulations. 
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1 INTRODUCTION 

The right to habeas-data is considered as an autonomous fundamental right regulated by Statutory Law 1581 of 2012 

(which dictates general provisions for the protection of personal data)(“Leyes desde 1992 - Vigencia expresa y control 

de constitucionalidad [LEY_1581_2012],” n.d.), to which state entities cannot be outside. 

The present diagnosis tries to illustrate in a preliminary way the panorama regarding the fulfillment of the 

norm in the matter of protection of personal data, which, for the case of study was carried out in an entity of the 

departmental order, identifying a clear absence of effective and suitable mechanisms that guarantee citizens the 

effective protection of their information(Information Commissioner’s Office, 2019). 

Likewise, it can be affirmed that the citizen (user) whose data rests in the entity's databases, is unaware of 

their management, purpose and flow of information, since no mechanisms were evidenced that allow them to 

autonomously update and / or modification. 

The diagnosis suggests establishing adequate controls by state institutions to protect private information 

registered in their databases (physical and digital) through effective IT processes and controls, which involve security 

measures (administrative, physical and techniques), in addition to raising the awareness of officials who access 

sensitive information, which ultimately minimize the impact on the citizen and strengthen maturity in the culture of 

privacy. 

2 DIAGNOSIS 

2.1 METHODOLOGY 

In order to carry out this diagnosis, data collection formats were developed based on Statutory Law 1581 of 2012 as 

a regulatory framework, seeking as a purpose to inquire about the collection and use of personal data contained in the 
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systems used by the different dependencies of the institution(Estratégico & Hernandez, 2017). These formats involve basic 

legal aspects such as: 

 Confidentiality and security of treatment 

 The treatment of private data in physical and / or digital format 

 The citizen's right of access to data 

 The right of the citizen to object to the treatment 

 The existence of classification of levels of access to information 

 Exceptions and limitations 

Taking into account the various types of personal data contemplated in the legislation such as: 

 Personal information 

 Public data 

 Semi-private data 

 Private data 

 Sensitive data 

2.2 LEGAL FRAMEWORK 

This diagnosis was made taking into account the following regulations: 

 Political constitution. Article 15. Recognizes as a Fundamental Right Habeas Data 

 Law 1266 of 2008. “By which the general provisions of Habeas Data are issued and the handling of the information 

contained in personal databases is regulated. 

 Law 1273 of 2009. “Through which the Penal Code is modified, a new protected legal asset is created called “the 

protection of information and data” and the systems that use the technologies of the information and 

communications, among other provisions " 

 Law 1581 of 2012. "By which general provisions for the Protection of Personal Data are issued" 

 Law 1712 of 2014. “By means of which the law of transparency and the right of access to national public information 

is created and other provisions are issued. 

 Decree 1377 of 2013. "By which Law 1581 of 2012 is partially regulated" 

 Decree 886 of 2014. "By which article 25 of Law 1581 of 2012 is regulated" 

 Decree 1083 of 2015. "By which article 25 of Law 1581 of 2012 is regulated" 

3 PROPOSAL FOR COMPLIANCE WITH LAW 1581 OF 2012 

Based on the Strategic Plan for Information and Communication Technologies -PETIC- that the entity has, and an annex of 

security policies that include a compliance chapter in which the protection of data and privacy of personal information is 

within its scope. Documentally, in its scope, it complies with Law 1581 of 2012 and other provisions in this 

regard(“Gobernación de cundinamarca,” n.d.). 

However, when collecting the information, it was evident that some information systems are obsolete and are not 

complying with the regulations and provisions approved by the government of Cundinamarca. It was also evidenced that 

they are in a project to update systems, but there was no access to the status of the project or which systems will be subject 
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to update or change. 

Taking into account the above and the large number of foreign systems in which the entity is only a user, which has 

information security policies that include compliance with Law 1581 of 2012 and other provisions in this regard(“DECRETO 

1377 DE 2013,” n.d.), it is proposed: 

A. Foreign Systems: For foreign systems, it is required to update the ISMS information security management system 

to include a third-party validation procedure, in compliance with the data protection law. 

Among the validations that must be carried out are at least the following: 

 Procedure / policy of compliance with the data protection law 

 Procedure for modification, consultation and deletion of user data in accordance with compliance with Law 1581 

of 2012 and its regulations, Decree # 1377 of 2013 of the Ministry of Commerce, Industry and Tourism. 

 Scope and responsibilities of the entity related to compliance with Law 1581 of 2012 and other legal provisions in 

this regard, for the use of foreign information software. 

 Procedure / policy for the safeguarding of sensitive information according to Law 1581 of 2012 and other legal 

provisions in this regard. 

B. Own Systems: It was not possible to identify at the time of development of this document which of the entity's own 

information systems are included in the update project. However, it is proposed to take into account for own systems at the 

time of update and / or change: 

 Have a centralized database of personal data. 

 Each and every one of the own information systems must show the data acceptance option in the capture forms. 

 You must have the possibility of updating, modifying and deleting the information stored in compliance with the 

law. 

 Comply with the entity's ISMS. 

 Comply with the annex to the security policy. 

 

Figure 1: Integration model for data protection. Source: Authors. 
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4 INFRASTRUCTURE AND IMPLEMENTATION PROPOSALThe entity has a defined service-oriented 

architecture and all the systems that are acquired or developed must be defined using this architecture(“Secretaria de TIC,” 

n.d.). 

The definition of the solution through the service architecture, will define the infrastructure components required in 

the implementation in detail(Christudas & Christudas, 2019). The basic architecture for the data protection system will be 

defined(Aljazzaf, Capretz, & Perry, 2016). The design for the modeling of a data protection system will be aligned with the 

SOA architecture: 

 

Figure 2: Data protection system model. Source: Authors 



Proposal of Technological Architecture for Compliance with Data Protection                                                                                                                      711 
Policies in Public Institutions. Case Colombia 

 
www.tjprc.org                                                                                                                                                                         editor@tjprc.org 

PERSONAL 
INFORMATION

APPLICATIONS APPLICATIONSPORTALS

PROCESS INFORMATION

CAPTURE, DATA UPDATE

NAME
ADDRESS
PHONE
EMAIL
DEPENDENCE

INFORMATION CAPTURE FORM

SY
ST

EM
S

LO
GI

C
IN

TE
RF

AC
E

 

Figure 3: Data protection system architecture. Source: Authors 
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Figure 4: Information query flow diagram in applications. Source: Authors 
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Figure 5: Application integration architecture. Source: Authors 

 All applications and portals that have personal data capture must inform the user of the acceptance of the data 

protection policy. 

 All applications and portals must have a data capture, verification and update module connected to the centralized 

database of personal data. 

 In the requirements survey phase, the data requirements related to non-relevant users to be included in the data 

protection database must be raised. 



Proposal of Technological Architecture for Compliance with Data Protection                                                                                                                      713 
Policies in Public Institutions. Case Colombia 

 
www.tjprc.org                                                                                                                                                                         editor@tjprc.org 

|

Data 
Storage

Operating 
Systems

Institutional 
Communications Network

Application 
Servers

Active 
Directory

Virtualization

Service Bus and Middleware

RAVEC

Infrastructure and Technology

Institutional Data 
Warehouse

Processes: Extraction, 
transformation and loading

Processes and 
Analytical Models

Governance and 
Data Quality

Institutional Data and Information Architecture

Activities 
Service

Utility Services
Business Rules 

Service
Analytical 
Services

Data Service

Inventory of Services

Business processes

Service Oriented Architecture (SOA)

SEGIS ERP CRM CMS BAMBI BPM

SAP

Institutional and External Information Systems

Security and Authentication

Mobile devices Institutional Portal
Audio Response 

Systems
Social networks

Institutional Channels

Information and Data Systems

Strategic Processes Evaluation processes Missionary Processes Support processes

Procesos, Objetivos, Metas e Indicadores

Institutional Strategy

G
O

VERN
M

EN
T AN

D
 CO

N
TRO

L

INSTITUTIONAL ARCHITECTURE

 

Figure 6: Proposed institutional architecture for data protection. Source: Authors 
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Figure 7: Institutional Strategy, Data Protection Policy. Source: Authors 
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Figure 8: Institutional Strategy. TICs Policy and Data Protection. Source: Authors 

5 CONCLUSIONS 

Compliance with the data protection law requires that the information of the users and their requirements be stored and 

processed correctly, under the custody of the requesting institution. Institutional support and cooperation are required in the 
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elimination of unnecessary systems and the definition of a single information system as a result of a new design or 

requirement, or as a result of the integration of existing systems. 

It is necessary to standardize the processes that involve internal and external user service, unifying the information 

request forms. 

Unify or integrate the different information systems of public institutions, will allow to improve the management 

capacity of the user. 
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