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1. ABSTRACT 

Since the beginning of Online Social Networks (OSN) they have played a main role in the way people pursue they 

social life. Almost everyone’s social life has become associated with social networks, building your own community and 

keeping in contact with friends has not been easier and enjoyable. Some OSNs did not survive for long, while others 

manage to stand still. With the rapid growth of any OSN, and as they rise in popularity, many problems also arise, like 

online impersonation, fake accounts, and spam. Pinterest, the new member of the OSN family, has become a star in almost 

no time. As Pinterest gains that much publicity among users, spammers have found their way to it too. In this paper, we try 

to take a closer look on spammers’ activity on Pinterest, trying to make a good understanding of how they operate and how 

they target end users. Using our analysis we were able to build a detection system and ran it over our Dataset of real user 

accounts from Pinterest, our system were able to distinguish between fake accounts and legitimate user accounts. The true 

positive rate of our system exceeds 90% while the false positive rate was 0%. 
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3. INTRODUCTION 

Pinterest, the new member of the Online Social Networks family, has become a star in almost no time. It is 

considered the fastest growing Social Network, as a report from ComeScore (Perez, 2012a) indicated, in this report 

Pinterest growth was calculated using both unique visitors and clicks from search engines, and it was found to be the 

fastest growing network in both categories, showing +4377% growth between May 2011 and May 2012, compared to a 

growth rate for Twitter by 58%, LinkedIn 67%, Tumblr 168%, and Facebook 4% during the same period of time. 

Moreover, Pinterest users were found to spend more time, buy more items and conduct more transactions online than other 

social media buyers. Pinterest rapid growth has been the hot topic among users, reviewers, and reporters such as (Collins, 

2012), (Constine, 2012), (Orsin, 2012)[a, b, c, d], (Romari, 2013), (Semicoast SAS, 2013), (Slegg, 2013), (White, 2013). 

A late 2012 survey by the Pew Research Center’s Internet & American Life Project (Pew Research Center, 2013) 

shows that the percentage of internet users using Pinterest is nearly the same as for those using Twitter. 

As the popularity of Pinterest grows, so do the spammers’ traffic to it. And hence, many articles (Doshi, 2012), 

(Enguage Company, 2012), (Greenfield, 2012), (Honigman, 2012), (Horwitz, 2013), (Lunden, 2013), (McHugh, 2012), 

(Protalinski, 2012), (Perez, 2012b) have shed the light on the spam problem in Pinterest. In a blog post in April 13 2012, 
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Pinterest acknowledged its spam issues, explaining its ever-improving Spam-fighting technology and overall effort to make 

things better. At mid and late 2012 they made a noticeable effort regarding the spam problem by banning several 

spamming accounts. However, spammers still find new ways to stay there, usually by creating fake accounts to hide in, and 

here we are trying to dig deeper in such a problem. 

We define a fake account to be an account that is not genuine, in other words it belongs to a person who claims to 

be someone they are not, doing some malicious and undesirable activity, causing problems to the social network and fellow 

users. This leads us to the question of why would a person create a fake account? 

This could be for so many reasons such as online impersonation to defame a person, manipulating people, stealing 

confidential information from people, campaigning a person, advertising a product, etc. In our case, we claim that the 

reason for creating a fake account in Pinterest most probably falls into advertising and campaigning. Both involve the 

creation of mass number of fake accounts. Advertising is accomplished by making these accounts promote the same 

product(s), while campaigning tends to raise the popularity of a certain account by making such mass of fake accounts 

follow the account in concern. 

Regardless of the reason of creating a huge number of fake accounts, they are usually created in an automated or 

semi-automated fashion, making these accounts look similar to each other in somehow. Our goal here is to find fake 

accounts in Pinterest based on the similarity of the accounts. 

We Frame Our Contribution As 

• Although Pinterest is increasingly becoming the target of spam attacks, this paper is considered the first          

study in literature to address the spam problem on Pinterest. 

• We built our Dataset from the Pinterest web site containing (3920) accounts. 

• We identified characteristics of some spammers’ networks in Pinterest. 

• We developed a system to detect fake accounts, and successfully found (1503) fake account. 

The paper is organized as follows, section 4 gives a brief description of the main terms of Pinterest. We discuss 

our experimental methodology in Section 5, while the validation methodology is given in section 6. A thorough look at the 

output is contained in Section 6. And, finally, we give the conclusion in Section 7. 

4. PINTEREST… WHAT IT IS? 

We quote the definition Pinterest.com used for their own site as, “Pinterest is a tool for collecting and organizing 

things you love”. Pinterest is an OSN that allows users to “Pin” materials they find “Interesting” onto virtual pinboards and 

share them with others. Below we list the basic terms we will be using throughout the paper and you should be aware of 

when using Pinterest (Radwan et al, 2014): 

Pin: A Pin could be an image or a video, you add a Pin either by uploading it right from your computer, or by 

using the “Pin it” bookmarking button which you install from the Pinterest website and got it added to your browser’s 

bookmark toolbar, so you can instantly pin any image or video you come across as you are browsing the Internet. You also 

have the option of setting a link to your Pin. A Pin can be repined by other users, and all repined pins should link back to 

the original source. When viewing someone’s pin, you have three options, to like the pin, comment on the pin, or repin the 
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pin to one of your own boards. 

Board: A Board is where you group your pins together and organize them by topic, giving each board a 

meaningful name that describes the nature of the pins it contains. 

Followers: They are the users who follow you. A user can follow you either by following all your boards, or just 

the ones they are interested in. 

Following: They are the users who you follow. 

Collaboration Board: Pinterest does allow collaboration in boards. Such that, a group of users share the same 

board and each one of them can add pins to that board. But the board owner has to enable contributors, a function only the 

board owner can perform. The prerequisite is that you, as a board owner, must follow one or more boards of others you 

would like to add as contributors before adding them. The collaborative board appears in all of the contributors profiles as 

if it is one of their own boards. 

For a thorough overview over Pinterest the reader is urged to read (Radwan et al, 2014). 

5. EXPERIMENTAL METHODOLOGY 

Our journey in finding fake accounts went through two steps, we discuss these steps below. 

5.1 Constructing Our Data Set 

As Pinterest does not provide API’s till the time this paper was written, so we had to build our own Crawler 

System to collect user detailed information. The system has been built in JAVA, and we extracted the following data: 

• For each account: Number of Boards, Pins, Likes, Followers, and we extracted some of the Followings, as we 

were more concerned about the Followers more than the Followings. 

• For each Board: Board Name, and Number of Pins in each Board 

• For each Pin: Pin ID, Link, and Image 

We’ve been able to collect 886,444 Pins in 3920 accounts. Our collected data is considered to be the first dataset ever 

obtained from the Pinterest web site 

5.2 Building the Detection System 

• First, we start our search by manually identifying 50 fake accounts, which use the same set of pins that target the 

same set of web sites. So we thought that tracing the followers’ hierarchy of one fake account would led to 

discovering other accounts belong to the same network and may be to other networks. 

• To widen our investigation, we used the search page in Pinterest to find other accounts which target the identified 

web sites, and may belong to different networks.  

• We used these 50 accounts as a seed to our system to find more fake accounts that follow the same pattern. 

• We maintain the set of targeted URLs by those 50 fake accounts into two lists “Links” and “Domains”. The first 

list contains the whole URL of the web site, while the second list contains just the domains, then extracting the 

top 100000 sites from the domain list. We want to emphasis that the web sites included in “Domains” are not 
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necessarily black listed sites, it may contain legitimate web sites but they are targeted domains from the accounts 

we identified as fake. 

• For it seems that we only need one list, either “Links” or “Dominas”, but in fact we need both lists. The reason 

behind this is because some fake accounts which tend to promote products in a web site, they create pins for 

product1, product2 …etc., which all have the same domain but a different URL, in this case we are concerned 

with the domain itself and not the individual products link. On the other hand, a fake account may use a specific 

resource on one of the top rated web sites, for example a video on youtube.com that explains how to increase the 

number of followers or to become a millionaire in no time, and as we exclude the top 10000 web sites from the 

“Domain” list, so in such case we look for the whole URL rather than just the domain. 

• We maintain the accounts to be tested in a list “MaybeFake”. Each member of the list is a candidate fake account. 

The goal now is to classify each member of this list as being fake account or legitimate user account based on the 

web sites targeted by the pins of each account. 

• We build a two-stage detection algorithm. Our first intuition for spotting fake accounts in “MaybeFake” list was 

to examine all the domains and links of the pins in the account in concern against those in our “Domains” and 

“Links” lists. if the number of pins targeting web sites in either the “Links” list or the “Domains” list exceeds a 

certain threshold (Threshold 1 = 30), then the user account has to undergo stage two, in which we check the 

similarity between this account and previously identified fake accounts using another threshold (Threshold 2 = 

50). The purpose for stage one is for complexity matters, meaning that if the account is a genuine user account, 

then it doesn’t have to be checked with all the fake accounts identified before. We used a test dataset to determine 

our thresholds. We tested our algorithm against several threshold values, our main interest when determining 

these thresholds was to obtain the best precision value that doesn’t produce false positives. 

• We test the above procedure on a subset of “MaybeFake” list in 4 different test data sets and the result came with 

90.25% precision to identify fake accounts. It missed some fake accounts, but still produces zero false positives. 

Figure 1 and Figure 2 summarize the crawling module and the classification module respectively. 

6. VALIDATION METHODOLOGY 

Our validation methodology includes the following: 

• The accounts banned by Pinterest: Fake accounts discovered by Pinterest are usually banned. If any account from 

our Dataset is no longer exist, this indicates that it has been discovered and banned by Pinterest, then we consider 

this account as fake, and used the information of the account (URLs of the Pins, Board Names, and Followers) as 

a source of validation. 

• Google BlackList: We used Google safe browsing API to write a JAVA module that checks the URLs of the Pins 

posted by the user against the Google safe browsing list. 

• Spam contents keywords: Certain keywords often appear in spam messages and spam web site. Many of these 

sites attempt to sell the usual assortment of products. We built a set of well known keywords that are indicative of 

spam, such as “Free” “Survey” and “SEO” We then performed full-text searches on the Pin Link, and classify the 

resulting URL that matches our keyword set as malicious. 
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• Manual Analysis: Since widespread spam campaigns are likely to be reported and discussed by people on the 

web, we can use manual validation to confirm our results. All the accounts have been manually analyzed. 

 

Figure 1: Crawling Module 

 

Figure 2: Classification Module 

 

7. RESULTS AND DISCUSSIONS 

We initiate our search using a seed sample of 50 manually checked fake accounts, then we tested our procedure 

on a subset of “MaybeFake” list in 4 different test data sets each containing 100 accounts and the result came with an 

average of 90.25% precision to identify fake accounts. It missed some fake accounts, but still produces zero false positives. 

In our seed sample we were able to identify 3 different groups of spammer networks. In this section we study seed 

data as well as the output of our detection system in order to draw some characteristics of fake accounts. 

7.1 A Closer Look at Fake Accounts Characteristics  

Spamming Network is a mass number of fake accounts usually created by the same person. Although the accounts 

belong to the same network differ in the number of boards, pins, followers and followings, they share some characteristics 

as: 

• They promote the same products. 

• They may use the same names for boards. We exclude from the board names Pinterest default boards, “Books 

worth reading”, “My style”, “Products I love”, “For the home”, and “Favorite places and spaces”, these were the 

default boards Pinterest used to initialize a new account, but not anymore. 

• They use the same set of pins. 

For most of the accounts, we find inconsistency between the name of the board and the contents of the board (i.e., 

The account /maxy111/ has a board named “Books worth reading” which contains 2584 pins and there is no single book in 

it, another example “/activerog/” has a board “cars and motorcycle” which contains 223 pins with no cars or motorcycles 
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related pins). 

These accounts follow each other forming one huge volume. There are two types of accounts within a network, 

accounts with large number of boards, pins and followers, which we call “Star” accounts, and the rest of the network act as 

“Supporting role” accounts, usually have few numbers of boards, pins and followers. While “Supporting role” accounts 

also help in promoting the same set of products, the main role for these accounts is to support “Star” accounts by following 

them. The more followers any account has, the more popular it becomes. And the more popular an account becomes, the 

more legitimate users it can attract. 

7.2 Classification of Our Seed Data 

From our extensive study of hundreds of accounts in Pinterest we were able to categorize our seed data into three 

groups, we explain here the characteristics of each group: 

Group 1: All the members of this group share the same set/subset of the pins which are not repined, but rather 

uploaded by the user. Each account has small number of boards, usually 1 or 2 boards for most members, containing a 

large number of pins. They use the same set of board names. Moreover, some members have a lot of collaborate boards 

besides their own boards. 

Group 2: On the other hand the members of this group have large number of boards, with each board contains 1 

or 2 pins. They also use the same set of board names. 

Group 3: This group has special characteristics that differentiate it from the others, in the sense that each account 

has exactly 4 boards, the account id is exactly 8 or 9 characters (i.e. /cadegown/, /kiditrio/, etc.). They have about the same 

number of pins, followers, and following. They don’t use the same board names, instead they use the same theme of the 

boards. The boards are organized such that one board for favorite pins, a second for sports, a third for food recipes, and a 

fourth for crafts. 

8. CONCLUSIONS 

In this paper we present a detection system that classifies an account of being either a fake account or a real user 

account. Our technique classifies accounts based on the strong similarity between them in terms of matching                 

URL destination of the pins and the name of the boards. After running our Program on 886444 pins in 3920 accounts, it 

found 1503 fake account containing 345000 pins. We tested the Program in 4 different test data sets and the result came 

with an average of 90.25% precision of classification. It missed some fake accounts, but still produces zero false positives. 

The key novelty of our paper lies in the following points 

• Identifying characteristics of some spammers’ networks in Pinterest. 

• Developing a system to detect fake accounts, and successfully found (1503) fake account. Although 

Pinterest is Increasingly becoming The Target of Spam Attacks, This Paper Is Considered the first study in 

Literature To Address The Spam Problem On Pinterest. 

To the best of our knowledge, our study is the first to investigate the problem of fake accounts in pinterest social 

network.  
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